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Abstract 

  Cloud Computing is the emerging and prominent technology in IT world. Rather than setting up, the 
infrastructure, platform and services separately for each and every IT industry, are kept collaboratively, which can 
be accessed by numerous users, in turn reduces the cost of setup and maintenance. Numerous organizations access 
the services, use the infrastructure and platform from the communal data centre’s that may lie beyond the reach of 
the organization. Accessing the data from these data centre’s necessitates secure communication. While adopting the 
Cloud Computing Environment, security issues are the major concern for IT industries. Moreover, authentication is 
required to validate the Client to the Service Broker. In this paper, we have proposed Third Party Authentication, 
which registers the new clients as well as authenticates the already registered clients. This paper also aims to add a 
new functionality at the end of Service Broker. For Service Management, we proposed Multi Client broadcast 
Service (MCBS), by which the Service Broker multicasts and schedule the services, in response to the same kind of 
service requests sent by multiple clients , under the consideration of various parameters, including network delay, 
bandwidth available and number of hops between client and Service Broker, service request size and cost. MCBS is 
integrated with service scheduling based on Round Robin, Priority scheduling.  
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Introduction  
  “Cloud computing is a model for enabling 
ubiquitous, convenient, on-demand network access to a 
shared pool of configurable computing resources (e.g., 
networks, servers, storage, applications, and services) 
that can be rapidly provisioned and released with 
minimal management effort or service provider 
interaction”. 
There are three aspects (Vogels, 2008) of the Cloud 
Computing- 

• The resources are available to the user on 
demand, so the cloud users need not to worry 
about the provisioning. 

• Cloud User can use the resources on pay-per-
use basis, irrespective of the time period, even 
for short term basis like for a day, for few hours. 

• There is no need for the commitment from 
cloud users, regarding their resource 
consumption. Small Scale industries can start 
with fewer requirements for hardware and 
software resources, but can increase the 
requirement with time. 

 
 
 

 
Services 
• PaaS- In this type of service, Platform is provided to 

the cloud consumer as a service. For example-
Operating System  

• IaaS- In this type of service, infrastructure is provided 
to the cloud consumer as a service. For example-
Storage area, server physical equipments. 

• Saas- In this type of service, Software is provided to 
the cloud consumer as a service. For example-
Microsoft Word, Notepad, Paint, or many other 
applications. 

 
Table 1: Cloud Computing Architecture Components 

Cloud 
Consumer 

It can be a person or organization who wants to use 
service from Cloud Providers. 

Cloud 
Provider 

A person or organization who provides the services 
to the users. 

Cloud 
Auditor 

A party who has to verify whether cloud provider is 
providing the services to user according to the 
service level agreement or not. 

Cloud 
Broker 

It is the intermediate between cloud provider and the 
user. 

Cloud 
Carrier 

It is the transport media by which services are 
routed to intended user. 
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Figure 1: Architecture of Cloud Computing 

• Deployment of Cloud 
1). Public Cloud: It means that cloud is implemented at 
the cloud provider site and any user can access the 
services from this cloud provider. 
2). Private Cloud:On-site- It means that cloud is 
implemented at the cloud customer site  and only those 
users are allowed to access these services who belong to 
same organization as that of cloud customer. 

 
Figure 2: Deployment of Cloud 

Off-site- It means that cloud is implemented at the cloud 
provider site and only those users are allowed to access 
these services who belong to same organization as that of 
cloud customer. 
3). Community Cloud: On-site- It means that cloud is 
implemented at the cloud customer site  and only those 
users are allowed to access these services who belong to 
same organization as that of cloud customer. Here cloud 
customer can be two or more organizations. 

Off-site- It means that cloud is implemented at 
the cloud customer site and only those users are allowed 
to access these services who belong to same organization 
as that of cloud customer. Here cloud customer can be 
two or more organizations. 
4). Hybrid Cloud: It is the mixture of any of the above 
given deployments. 
• Barrier to cloud computing  
• Privacy and Security 
• Performance and Reliability 
• Portability and Interoperability 

• Data breach through fibre optical network. 
 
Objectives 

• To authenticate the new clients who want to 
request for the service either IaaS, PaaS or SaaS 
to the  Cloud Provider via Service Broker. And 
registration of the new client is done after 
authentication of both client as well as service 
broker by third party authentication server. 

• To authenticate  and validate the existing 
clients who wants to access the services , for 
which they have already registered to the 
service broker. Third party will authenticate the 
client and service broker and provides session 
key for one time communication. 

• To serve the requests of multiple clients at the 
same time, which are requesting to access the 
same type of service, concept of multicast is 
used.  
 

Proposed Algorithm 
A. Client-Broker-Cloud Communication Paradigm 
In this paradigm, focus is on the secure communication 
between Client and Service Broker by implementing two 
hop authentication methods so that no node can join or 
leave the route, once the RREQ packet is formed. The 
need for early detection of inconsistencies like insertion 
and deletion of nodes on the fly are described by (Raj, 
2012). This communication is classified and 
implemented into two steps as follows- 
1. New Client Registration Paradigm (NCRP) 
2. Registered Client-Cloud Paradigm (RCCP) 
 
New Client Registration Paradigm (NCRP): 
This paradigm is applicable for only new users. When a 
new user wants to access the services available at Cloud 
via Service Broker, then the following steps are carried 
out.  
Step 1: Client will send the request message uMb to 
Service Broker. The request includes following: 
uMb=[Uid, ToS] 
Step 2: Service Broker will forward its own identifier 
and identifier of Client to Third Party Authentication, by 
ending the message bM tp  
bM tp= [Uid, Bid] 
Step 3: Third Party Authentication will verify and 
validate both the communicating entities and respond 
back to the Service Broker. 
Step 4: After authentication from Third Party, Service 
Broker will send the Service Level Agreement (SLA) to 
the Client. 
Step 5: Client, if agrees, will respond with Yes or No to 
the Service Broker. 
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Step 6:  If Client respond with “Yes” message, Service 
Broker will forward the Client Identifier to the Third 
Party Authentication, along with its own Identifier. 
D=[Uid, Bid] 
 

 
Figure 3: Sequence Diagram of New Client Registration 

Paradigm 
 

 
Figure 4: New Client Registration Paradigm 

 
Step 7:  Third Party Authentication will generate two 
Master Keys, one for Client and Other for Service Broker 
and store in the database repository along with their 
corresponding Identifiers. 
R= [Uid, Bid, MKUi , MKBi ] 
Step 8: Once the records are recorded in the database, 
Third Party Authentication will send the 
acknowledgement to the Service Broker. 
Step 9: Service Broker will send confirmation regarding 
the completion of registration to the Client. 
 
Registered Client-Cloud Paradigm (RCCP) 
This paradigm is applicable for the registered user, who 
wants to access the services available at Cloud. Before 
providing the requested services to the user, Third Party 
will authenticate the user. Only then the Service Broker 
can serve the request. 
This paradigm involves following steps- 
Step 1: Client will send the request to Service Broker 
including its identifier and master key: 
C = [MKUi,Uid] 

 
Figure 5: Sequence Diagram of Registered Client-Cloud 

Paradigm 
 
Step 2: Service Broker will forward this request to Third 
Party Authentication for verification, along with its own 
identifier and master key: 
B=[C, MKBi,Bid] 
Step 3: Third Party Authentication will verify details and 
generate Session Key. 
Step 4: Third Party Authentication will send Session 
Key and identifiers of both communicating parties, to the 
Service Broker. 
S=[SKUi,Uid,Bid] 
Step 5: Service Broker will send Session Key and Nonce 
to Client. 
T=[SKUi, Ni] 
 

 
Figure 6: Registered Client-Cloud Paradigm 

 
Step 6: Client will compute pre-decided function on 
Nonce and send it back to Service Broker. 
f(T)=[SKUi,f(Ni)] 
 
B. Multi Client Broadcast Service (MCBS) Algorithm 

After authentication, Service Broker will 
evaluate how many Clients have requested for the service 
at the same time and what type of service is requested by 
them. For handling multiple clients at a time for same 
type of service, we proposed this algorithm using 
concept of multicasting based on few reliability 
parameters as cost, time and space.  
Algorithmic steps are as follows: 
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Figure 7: Multicasting Model 

 
Step 1. If there are two or more clients who have 
requested for the same type of service at the same time, 
Service Broker will compute strength of the routes for 
each client asking for that service.   
Strength = (Bandwidth / (Number of Hops x Network 
Delay)) 
Step 2. Create five clusters of the clients on the bases of 
their strength as-  
Very High(VH), High(H), Medium(M), Low(L), Very 
Low(VL). 
Step 3. For providing service to these clusters we can use 
different scheduling approaches as per following cases:   

1. Round Robin Scheduling- In this we usually set 
sequence of clusters as  

VH → V → M → L → VL 
  Multicast the service to each cluster for unit 
time interval. 

• Priority Scheduling- Along with each and every 
cluster, priority is assigned. Arrange the clusters 
according to Priority and then Multicast the 
service to each cluster. 

Step 4 :  Depending upon the Serving Mechanism, 
Clients arranged in Clusters, are served, either unicasting 
is done or multicasting. Serving Mechanism depends on 
the number of clients who are requesting for same type 
of service at the same time. 
 
Results  

In this section, firstly, all clients register 
themselves to the service broker. Later, they login with 
their email id and password and verified by the service 
broker. Only that type of service, is offered to the client, 
that they have requested at registration time. 
The whole scenario is shown in figures below: 
 
 
 
 
 

Step 1: When a client registers itself to Service Broker. 
 

 
Figure 9: Registration of Client 1 

 
Step 2: Confirmation message will be shown to the user. 
 

 
Figure 10: Client Information Saved 

 
Step 3: Once the client data is successfully registered, 
he/she is provided a master key for security reasons, that 
can be used for authentication, whenever the clients 
logins next time onwards. 

 
Figure 11: Master Key Window 

Step 4: Next time onwards, each and every client must 
be login to access the services of Service Broker. 
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Client 1:  
 

 
Figure 12: Login Window of Client 1 

 
Step 5: Login will not be successful, unless the client 
provides the master key. 
 

 
Figure 13: Authentication of Client 1 

 
Step 6: After the successful login, the shortest route is 
calculated between source to destination. 
 
Step 7: Similarly, other clients will login and shortest 
path is calculated. 
 

 
Figure 14: Shortest Route Calculation 

 
 
 
 
 
 
 

Database Stored of all the Clients 
 

 
Figure 15: Registration Data of all Clients 

 

 
Figure 16: Table of Master Key 

 
Step 7: Now, Service Broker will login and arrange the 
clients into clusters, depending upon the strength 
calculated. 
 

 
Figure 17: Login of Service Broker 
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Figure 18: Authentication of Service Broker 

 
Step 8: When Service Broker login, following window 
will be shown, which includes the details of clients login 
as well as they are also arranged into clusters. 
 

 
Figure 19: Main Window of Service Broker 

 
Step 9: Depending upon the scheduling algorithm, either 
Round Robin or Priority based Scheduling algorithm, 
these clusters are served. 
 
Step 10: If we click on Broadcast button, data is sent 
either using multicast or unicast, depending on the Type 
of Service of each Client. Unicast message will be sent if 
only one client from a particular cluster has requested for 
the service, otherwise Multicast message will be sent. 
 

Table 2: Comparison of RR and Priority Scheduling for 6 
Clients 

 

 
 
 

 
Figure 20: Performance Measurement of RR and Priority 

based Scheduling 
 

 
Figure 21: Main Window of Service Broker 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Type of 
Cluster 

Burst 
Time 

Wait Time 
in Round 
Robin 

Wait 
Time in 
Priority 
P123 

Wait 
Time in 
Priority 
P213 

Wait 
Time in 
Priority 
P231 

  

Cluster 1 17 0 0 0 0 

Cluster 2 23 6 5.5 6 0 

Cluster 3 78 55.9 25.3 25.9 27 
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Table 3: Comparison of RR and Priority Scheduling for 7 Clients 

Type of 
Cluster 

Burst 
Time 

Wait 
Time in 
Round 
Robin 

Wait 
Time in 
Priority 
P123 

Wait 
Time in 
Priority 
P213 

Wait 
Time in 
Priority 
P231 

Cluster 1 45 17.5 14.2 15 15.9 

Cluster 2 19 6 4.5 5 0 

Cluster 3 29 11.2 7 7.5 0 

 

 
Figure 22: Performance Measurement of RR and Priority based Scheduling 

 

 
Figure 23: Main Window of Service Broker 

 
Table 4: Comparison of RR and Priority Scheduling for 4 Clients in a Cluster

  
Type of 
Cluster 

Burst 
Time 

Wait 
Time 
in RR 

Wait 
Time in 
P1213 

Wait 
Time in 
P1312 

Wait 
Time in 
P2321 

Wait 
Time in 
P2123 

Wait 
Time in 
P3132 

Wait 
Time in 
P3231 

Client 1 
22 12 0 0 6.25 5.75 11.25 11.5 

Client 2 
24 14.4 11.5 17.5 17.5 0 0 6.25 

Client 3 
23 13.2 5.5 5.5 11.5 11.25 17.5 17.25 

Client 4 
25 15.6 17.5 11.5 0 17.5 5.75 0 
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Figure 24: Performance Measurement of RR and Priority based Scheduling 

 
Conclusion 

The starting point of the paper is to provide 
authentication for the new clients as well as for the 
existing clients. Different type of authentication methods 
is available. Different levels of authentication are 
required for different type of service. Therefore, it is not 
possible to use same authentication algorithm for all 
types of applications. Even, authentication algorithms 
available are much complex and time consuming. So, 
here we have designed an algorithm of authentication, 
which is having least computational complexity. Next 
objective of the paper is to handle the requests of various 
clients at the same time, if they are requesting for the 
same type of service. So the scheme is proposed which 
uses the concept of Multicasting in the Cloud Computing 
Environment. From the results, this can be concluded 
that which type of scheduling mechanism is better than 
the other and under what circumstances. 

 
Future Scope 

A lot of work is in the process of 
communication in Cloud Computing. Till now, paradigm 
is proposed for multicasting of services, using Round 
Robin and Priority Scheduling algorithms. But in future, 
work can be carried out using other Scheduling 
techniques. Moreover, the problem of Congestion can 
occur, as the traffic in the network increases. So, the 
future work can be done on the above two given issues. 
In future, implementation of two-hop authentication 
algorithm will be carried out in secure reliable delivery 
neighborhood. 
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